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Google has been thinking about Data Portability
over a decade

Google Data Liberation Blog

Unlocking your data from Google's tools

Welcome to the Data Liberation Front
Monday, September 14, 2009 | 8:51 AM

| remember the first time | heard Google's CEO Eric Schmidt speak back in 2004. He wrapped up his
talk to employees by clearly stating that Google didn't lock its users in. He stressed that we didn't
want people to use our products solely because they can't get their data out to switch to a competing
service.

It was with this in mind that | started Google's Data Liberation Front two years ago in our Chicago
office. We're a small team of Google engineers that aims to make it easy for our users to transfer their
personal data in and out of Google's services, by building simple import and export functions. |
wanted to make sure that users (myself included, as a consumer of Google products!) always had a
choice.




Google Takeout launched in 2017

Building on many
years of work on
what was known
internally as "data
iberation’
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Google Takeout An Easier Way To Take Your Data

DISRUPT NY we're Giving Away 30 FREE Startup Alley Tables Apply Here By March 14 »

Lost in all the buzz around Google+ is an important
new feature rolled out alongside it that makes it way
easier to take all your data out of Google. It is called,
appropriately enough, Google Takeout. It's got it's
own separate site and is also part of settings within
Google+, In settings, you click on “Data Liberation”

and then you are given the option to download all of
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Consumer Use Cases

Data Portability (Takeout) is about putting users in control of their
data when they want:

To backup or to see To use specific pieces of data with To migrate data between Google
their data other companies’ services Accounts

An easy way to get a readable An easy way to directly transfer An easy way for students to transfer
and/or compatible copy of their specific data to compatible services their most important data when they
data at other companies leave school

Choice about where/how to get it
(download, OneDrive, Dropbox, etc.)
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G O O g ‘ e Ta Ke O Ut Your account, your data.

Export a copy. (‘_ @
Create an archive with your data from Google products. a= b
MANAGE ARCHIVES N
=k
A single place for Google users to Seleet ozt e inelude
download a copy of their data all at once prokat Tt il coimacomsptape s,
Product Details; SELECT NONE
30+ products supported, ability to select o1 . a9
specific files and folders (e.g., in Drive or ——— —
Photos) B
Q Bookmarks v , .
Calendar All calendars v P
Export directly to Dropbox and Microsoft . I -
O ne D ﬂ\/e rome rome data types v
e Contacts vCard format v .
L Drive l:/lliltf:l::oﬂ Powerpoint and 3 other formats v ' ‘
' Fit All data types v ¢ .
‘ Google Photos All photo albums v .
Proprietary and Confidential U Google Play Books ﬁl_ll-’t)/ﬁofl:‘smmt v € .



Increased Visibility

Connecting the dots
between making it easier
to see how you use
Google and the data
associated with your use
of Google services.
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> 2,130 sent
Z 12 saved drafts
B 3,395 archived

72 trash

GO TO GMAIL

Your services

Account
14 preferences

Contacts
305 contacts

W Maps
o'

Home: 692 Castille Street, Oa...

#~ Search History
' Web & App Activity ON

Your activity data

M@ 1600 El Dorado Parkway, San Fra...

7 saved places
J¥r 23 ratings/reviews

,‘ 4 |ocation corrections

GO TO MAPS

Calendar
7 calendars

Drive = $9.99/mo
80% of 150GB

%y Payments
7 payment profiles

YouTube
18 subscriptions

What's this?

Lorem ipsum dolor sit amet. You can
review and edit your browsing
activity and search history any time

Manage Search History

GO TO SEARCH
EXPAND ALL
Chrome
v
4 places syncing
Gmail
v

27,511 conversations

-“ Photos ~

M 28,306 photos
M 1,385 albums

@ 32 faces identified

47 creations saved

GOTOPHOTO! £x Photos settings

@ Photos help

* Dpownload data

This data is used to personalize your Google experience. Explore all activity data in My Activity or learn more.

Location History
is ON

Voice & Audio Activity
Y is PAUSED




Google Takeout

When available, industry
standard formats are
preselected for export

Users can change format
depending on the product,
type of data, and their
intended use

Select data to include

Choose the Google products to include in your archive and configure the settings for each product.
This archive will only be accessible to you. Learn more

Product

L Drive

Files and folders
(®) Include all files and folders in Drive
(O select files and folders

Details

All files
Microsoft Powerpoint and 3 other formats

FILES AND FOLDERS rs selected.

Documents Microsoft Word

Drawings JPEG Image

Forms Microsoft Excel

Presentations Microsoft Powerpoint

Spreadsheets Microsoft Excel




Google Takeout

Direct transfer to 3rd
party services such as
Dropbox and Microsoft
OneDrive

Your account, your data.

v
Export a copy. < o 0
Create an archive with your data from Google products. 2= ‘
MANAGE ARCHIVES N

/1 product selected

Customize archive format

Choose your archive's file type and whether you want to download it or save it in the cloud.

File type
.zip v

Zip files can be opened on almost any computer.

Archive size (max)
2GB

Archives large is size will be split into multiple files.

Delivery method

Send download link via email

5 te'll email a link sofyou can download it to your personal device. You will
Add to Drive yourp

Add to Dropbox

Add to OneDrive



Metrics

~30M unique visitors in 2016

Available for more than 30 products

More than one million exports per month
~6 milllon unigue visitors from EU last year

>500PB of data exported in 2076
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Principles and Values
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FU's GDPR provides a springboard for
improved data portability

Article 20
‘Right to Data Portability”

"The data subject shall have the right

to receive the personal data

concerning him or her, which he or she

has provided to a controller..and have
GDPR the right to transmit those data to

EU General Data Protection Regulation another controller without hindrance”




Principles: Interoperability & Portability

e User-Driven
e Privacy and Security
e Reciprocity

e F[ocus On Users Data, Not Company Data



Industry Perspective

e UsersFirst
e Use Existing Infrastructure

e Industry Trends



Practical Implementation

e Portability should be flexible
e [Encourage open, consistent, interoperable standards

e |ncrease consumer awareness



" Service to Service Portability
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Expanding service-to-service portability

e C(Current: give users their data

e [uture: let users move their data to the right place



Applying principles to product solutions

e User-Driven
e Privacy and Security

e Reciprocity



Thinking at scale

o N'2->N
e Support companies of all sizes
e Use standards, but don't be limited by them

e \Where existing technologies are working, don't break what works



Portapility - a way forward

e [stablish a proof of concept
e [nvite everyone to collaborate

e Refine solutions
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